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(1) 

HACKED OFF: HELPING LAW 
ENFORCEMENT PROTECT PRIVATE 

FINANCIAL INFORMATION 

Wednesday, June 29, 2011 

U.S. HOUSE OF REPRESENTATIVES, 
COMMITTEE ON FINANCIAL SERVICES, 

Washington, D.C. 
The committee met, pursuant to notice, at 2:03 p.m., at the Na-

tional Computer Forensics Institute, 2020 Valleydale Road, Suite 
209, Hoover, Alabama, Hon. Spencer Bachus [chairman of the com-
mittee] presiding. 

Members present: Representatives Bachus and Fincher. 
Also present: Representative Rogers. 
Chairman BACHUS. Good afternoon. I see we have a group of wit-

nesses seated. We also have several people in the audience who 
played an integral part in helping fund the project: Tony Petelos, 
the Mayor of Hoover; and Tommy Smith of the District Attorneys 
Association. 

Randy, do you want to introduce some of them? 
Mr. HILLMAN. Yes, sir. Yes, sir, Mr. Chairman. There are several 

elected DAs here. Tommy Smith is the district attorney from Tus-
caloosa County. He’s president of the association. 

Chairman BACHUS. Where is Tommy? There he is. Hey, Tommy. 
Mr. HILLMAN. With your permission, Mr. Chairman, could I ask 

them to stand? 
Chairman BACHUS. Yes. 
Mr. HILLMAN. Any elected district attorneys, would you stand, 

please? 
Mr. Chairman, we have Chris McCool, the district attorney in 

Fayette, Lamar, and Pickens County; Brandon Falls, the DA in Jef-
ferson County; Steve Marshall, the DA in Marshall County; and 
Tommy Smith, president of the association. Thank you. 

Chairman BACHUS. Do you have your investigators here? 
Mr. HILLMAN. Yes, sir. 
Chairman BACHUS. And we have several members of the legisla-

ture. Would you stand up? 
Mike, since you’re the senior guy, why don’t you introduce your-

self? You are in front. 
Mr. HILL. I’m Mike Hill, a State Representative from Shelby 

County. 
Mr. JOHNSON. Wayne Johnson, District 22 Representative, from 

Huntsville. 
Senator BLACKWELL. Slade Blackwell, Senator from Birmingham. 
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Chairman BACHUS. And Jan Williams in the back. 
Mr. DEMARCO. And Paul DeMarco. 
Chairman BACHUS. And Paul DeMarco, Representative DeMarco. 
So we appreciate—I thank everyone in the civil service and the 

District Attorneys Association. The State of Alabama was very sup-
portive in their funding. I recognize the Shelby County Sheriff. Do 
you want to stand up and introduce yourself? 

Do you have any other sheriffs? I’ll let you introduce them. 
Sheriff CURRY. Sir, I don’t think there are any other sheriffs 

present. 
Chairman BACHUS. Okay. We appreciate Shelby County’s partici-

pation. I’m going to—I’m supposed to read this right now. 
Without objection—actually, I can do it at the end of the hearing. 
At this time, is there anybody else present who—the Secret Serv-

ice—Gary, do you have anybody you want to introduce? 
Mr. WARNER. If I may, yes, sir. We have the privilege of hosting 

a National Science Foundation group of researchers this summer, 
and several of our past student researchers from that team have 
joined us today, if they could stand briefly. 

Allison Peck and Hugo and Megan were selected out of 116 appli-
cants to come and study computer forensics at UAB this summer 
as a courtesy of the National Science Foundation. So we want to 
thank the National Science Foundation for them being with us. 

Chairman BACHUS. Thank you. At this time, we’re going to have 
opening statements from the witnesses. I’ll introduce the witnesses. 

I really want to kind of emphasize some things that some of you 
might not get into. I’m going to do it sort of from the standpoint 
of, I’m a former trial lawyer, which may be a dirty word. 

But computer forensics is the process of extracting, analyzing, 
and preserving data. It is the process of getting it successfully in-
troduced either at trial or into evidence or ready for evidence. It’s 
a virtual gold mine of very vast, precise, and most importantly in 
a trial setting, our investigation of reliable and valuable informa-
tion. 

It’s not a human being sitting on a witness stand with evidence 
that is imprecise or contradictory, subject to memory loss or preju-
dice or motive. 

Two witnesses may testify about the same conversation. Each 
tells a different story, and each tells sometimes what they think is 
true. 

Several witnesses might testify and still the picture is unclear 
and a gap exists. They tell a story about a steamboat up in New 
England that went around a bay, and it sank right in front of hun-
dreds of people. And they said they were unable to determine what 
happened because there were too many witnesses. 

And that is somewhat true. That’s certainly not true with foren-
sic evidence. It’s altogether different. 

Think about what’s on your computer at home. It’s thoroughly 
accurate. It’s the most factual information available on what, when, 
and to whom something was said or when you did something, like 
in the Casey Anthony trial. 

That information about chloroform was downloaded and, in fact, 
the technician who testified in the Casey Anthony trial on national 
TV was trained in this very center. And if you saw that testimony, 
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the defense attorneys were unable to shake her. She was prepared 
for everything that they had to do. And also, I’m sure that she as-
sisted the judge, or at least the prosecution, in the proper predicate 
to be laid so that there wouldn’t be reversible error. 

I know we have judges here today. We have a group of 26 judges 
from all around the Nation who are learning how to properly intro-
duce evidence, how to rule on it so there won’t be reversible error 
as they preside over a trial. 

And I think law enforcement is very frustrated when a case goes 
up on appeal and it’s turned back for a procedural technicality. 

Not only emails and instant messages, but your personal and fi-
nancial records are on a computer. Letters and memos, Web sites 
you have visited, it’s all there. 

I heard someone say this: It’s like reading your mind in realtime, 
when you basically almost know what someone is thinking, what 
their motive is, and what’s going on. 

It can be highly revealing. And if you’re engaged in criminal con-
duct—that’s what this is all about—it’s highly incriminating. 

Last year—I think I have it in my written remarks—one of your 
software companies estimated that there’s $1 trillion of software 
fraud worldwide. Here, at least $37 billion worth of losses. 

Just this month, we have seen cyber security attacks and cyber 
attacks on Citigroup, on the Federal Reserve, and on the CIA. 

So we’re not talking about just criminal activity or financial 
crime, which was the motivation originally behind this center, but 
we’re talking about actually espionage and people all over the 
world. And we’ll get some terrific testimony. 

I want to applaud the Secret Service. This institute was opened 
at a very—District Attorney Association—I think this was origi-
nally you working with the Secret Service, the District Attorneys 
of the United States. I think the sheriff’s department and the police 
department were involved. You wanted a place to train people. 

This is very complex, very detailed, very precise work, and it’s 
very expensive, too, because of the software that is needed. It’s al-
ways changing and evolving. But law enforcement and sheriffs and 
police departments didn’t have the resources to combat these 
crimes. 

And if you think about it, any time someone commits a crime, 
they’re going to use an electronic device. It’s almost impossible to 
do that without using cell phones. 

We’re not talking about just computers. We’re talking about cell 
phones. We’re talking about iPads. We’re talking about Black-
Berrys. 

I know probably a year after this center opened, a detective who 
was trained here went back to a small town in Virginia and got out 
a computer that had been over in the corner for about 3 years, and 
they tried unsuccessfully to get anything out of it. 

Using the software he was given here, he was able to pull it off 
the computer and successfully prosecuted a guy for sodomizing a 6- 
year-old child. 

So it’s pretty hard to put a figure on how valuable this center 
is. But, thanks to the Secret Service, thanks to the Alabama and 
National District Attorneys Office and the sheriff’s department, 
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thanks to the State legislature and the City of Hoover and Shelby 
County, and many other trials. 

We have had at least one case where someone was being inves-
tigated for a murder, and they were cleared, forensic evidence 
cleared them. So you had someone who may have been charged and 
was able to prove their innocence. 

The witnesses today are going to tell you about some of the de-
tails of cyber crime, which is now, I guess, the fastest growing 
crime in America. And none of us are safe. 

Of course, I think very seldom is there not a person who is ei-
ther—has been hacked or will be hacked, their computer. 

I don’t know whether it was my computer or someone else’s that 
was hacked, but I have had charges on my credit card, and I was 
notified the very next day that it had, in fact, happened. And it’s 
kind of funny when you go on there—or not funny, but you go in 
and you actually see those charges. 

But with that, I would like to introduce and to turn it over to 
Mike Rogers, one of the senior members of the Homeland Security 
Committee, to make an opening statement. 

Mr. ROGERS. I just wanted to thank Spencer for calling this hear-
ing. As he mentioned, I was on the Homeland Security Committee 
before it was a standing committee. It was a select committee be-
fore 9/11, and we recognize the real threat of cyber security au-
thorities have for our Nation. The Department has been working 
aggressively to that end. 

I’m very pleased with the presence of this entity, this site in Ala-
bama. Folks don’t think about this kind of cutting-edge technology 
here in Alabama, but it is here, and we’re very proud of it. 

Randy and his folks have done a good job in the outset of keeping 
me apprised of what they have been doing. I have been very sup-
portive, and I know this will be very critical in continuing to pro-
tect our Nation. 

A lot of people think about the Department and the FBI and the 
Secret Service being on the cutting edge, but the fact is, we can’t 
do it without local law enforcement. These partnerships that we 
have in local communities are critical in identifying these cells, the 
people who are problems, the threats, and monitoring activity. 

And I have been amazed through the work of this entity, like 
Spencer said, how much of our lives is on a gadget, whether it’s a 
computer or BlackBerry or cell phone. 

And even when it comes to small drug deals, there is a cell phone 
involved. This is very critical technology, and I’m very supportive 
of it and look forward to the testimony we have here today. 

Like Spencer, I had Secret Service knock on my door one day and 
tell me that someone had attempted to steal my identity, as well 
as the identities of about 20 other Members of Congress. Fortu-
nately, they didn’t succeed, but it could be anybody. You never 
know who they are. Thank you. We look forward to hearing the tes-
timony and asking a few questions. 

Chairman BACHUS. Thank you. And actually, I asked Gary War-
ner to introduce those people, but you’re with UAB. 

That reminds me, Gary Warner actually was one of the people 
who called and told me that my congressional site had been 
hacked. 
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So anyway, let me introduce our witnesses. 
Oh, I’m sorry. Steve is one of my good friends and one of the 

newly elected Republicans to the Congress and to the Financial 
Services Committee. In fact, he is the newest member of the Finan-
cial Services Committee. Steve Fincher. And— 

Mr. FINCHER. Thank you, Mr. Chairman. 
Chairman BACHUS. I take back everything I said about your tie. 
Mr. FINCHER. Well, Mr. Chairman, I’m wearing my orange tie 

today for Auburn. It’s not Tennessee. It’s Auburn. My middle son 
is a big Auburn fan. I was able to bring him down last year to 
homecoming and it is just a great, great college, a great place. 

I was listening to the chairman and Congressman Rogers talking 
about hacking into our credit cards. And I thought one day that 
mine had been hacked into. Come to find out, my wife had been 
shopping. Seriously, that’s what I thought it was. 

So it’s an honor to be here with you guys today. We can’t say 
enough about local, State, and Federal law enforcement and what 
you guys do in the legal system. It’s not if we’re going to have an 
attack; it’s when. We’re either moving forwards or backwards. 

And it’s an honor to be able to serve in the leadership of someone 
like Chairman Bachus because he gets it. 

I’m from Tennessee and I’m just a common sense guy. My back-
ground is a seven-generation cotton farmer. We need to make sure 
that our priorities are in the right order. And a lot of times, they’re 
not. 

But you guys are offering a great service to this country, and 
you’re going to stand in the gap when we have another attack and 
when they attack us in this way, because as many of us know, this 
could shut our country down if the right people get the right infor-
mation and go about it the right way. 

So I am very, very interested in hearing what the panel has to 
say today, and it’s good to be back in the State of Alabama, one 
of our bordering States. 

With that, I will turn it back over to Chairman Bachus. 
Chairman BACHUS. I’m going to introduce the witnesses at this 

time. I just noticed that Joe Borg is here, the Alabama Securities 
Commissioner. Joe, would you stand up? 

Randy, did you introduce everyone in the unit? And how about 
the Secret Service Commission? Do have anybody you want to in-
troduce? I know you have several people here. 

Mr. HILLMAN. I do, actually. 
Chairman BACHUS. In fact, it was testified to before some of our 

security members, which was incredible. 
Mr. HILLMAN. I do, Mr. Chairman. Thank you. I would like to 

recognize several of our people who are here today: Special Agent 
in Charge Ken Jenkins, who is in charge of our Criminal Investiga-
tive Division, which again is our sort of nexus of nationwide over-
sight; Deputy Special Agent in Charge Pablo Martinez, whom I 
think you have met before; and Special Agent in Charge Roy Sex-
ton of the Birmingham office, which is responsible for the entire 
State of Alabama and has a lot of interaction obviously with this 
institute among others that are here. 

Chairman BACHUS. Thank you. Will you gentlemen stand up? 
Thanks. 
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Thank you. And let me say this: When I was talking to different 
people who played a role, obviously the bigger role is the Secret 
Service. The Secret Service is the entity that runs this center— 
along with the cooperation of the district attorneys—and makes 
their expertise available. So we can’t thank you enough, I think, for 
the excellent job you do. 

And this obviously goes beyond counterfeiting, and it is a tre-
mendous challenge. So thank you very much. 

Spencer Collier is the Alabama Homeland Security Director. 
Thank you. 

Mr. HILLMAN. U.S. Attorney Joyce Vance is here. 
Chairman BACHUS. Okay. I had no idea. Would you please stand 

up? 
Ms. VANCE. I am happy to be here with you. 
Chairman BACHUS. Thank you very much. Congratulations on 

your appointment. 
Ms. VANCE. Thank you. 
Chairman BACHUS. Her father is Judge Vance, who is actually a 

sitting judge who was attacked and wounded by a bomb. 
But anyway, we’ll go ahead now and introduce our witnesses. 

Gary Warner is director of research in computer forensics at the 
University of Alabama at Birmingham where he teaches in the 
computer and information science and justice science departments 
with more than 20 years of IT experience. 

He previously served on the national boards of the FBI 
InfraGard program and the DHS Energy ISAC. His lab works 
closely with the Birmingham FBI cyber crimes task force and the 
Birmingham USSS electronic crimes task force with whom he 
shares his research on spam, malware, investigating on-line crime, 
and—I guess that’s phishing. How do you— 

Mr. WARNER. Phishing. It’s tricky with the ‘‘P-H.’’ 
Chairman BACHUS. Thank you. 
Randy Hillman is the executive director of the Alabama District 

Attorneys Association of the State Office for Prosecution Services, 
a position he has held since January 2002. Prior to this, he was 
chief assistant DA for the Shelby County District Attorney’s Office. 

And Robbie is here. Were you introduced, Robbie? 
Mr. OWENS. I was left out as usual. 
Mr. HILLMAN. Thank you, Mr. Chairman. I appreciate that. 
Robbie Owens is the district attorney from Shelby County, which 

is where this facility is located. 
Chairman BACHUS. Thank you. 
During Mr. Hilman’s tenure, he led trial counsel in seven capital 

murder prosecutions where the defendant received the death pen-
alty or life without parole, many of them tried before my former 
partner, and he tried numerous other high-profile cases, including 
the road rage murder. 

Randy is a member of the Alabama Bar Association, Shelby 
County Bar Association. He’s on the Board of Trustees at the Uni-
versity of West Alabama and the Board of Directors for Owens 
House, which is a child advocacy center. 

He was really a moving force in visualizing the need for the Na-
tional Computer Forensic Institute, and working with the Secret 
Service in partnership to bring it here. It wouldn’t have happened 
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without Randy and his association. Or it may have cost a whole 
lot— 

I don’t know whether you know this, in the crowd, but the City 
of Hoover—you can see what a beautiful facility this is—donated 
this at no charge for 7 years rent free. 

One of the sites they were considering was up at Aniston Army 
Depot, where they were going to spend several million dollars to 
renovate it. 

Mr. ROGERS. Thank you for reminding everybody we lost. 
Chairman BACHUS. I actually always wanted to renovate some-

thing and—it was one of the few things that hadn’t gone to West 
Virginia. You can actually get here from there. 

But Clay Hammac is a 7-year veteran of the Shelby County 
Sheriff’s office, currently assigned as a criminal investigator spe-
cializing in financial and electronic crimes. He’s a 2008 graduate of 
the National Computer Forensic Institute and has utilized his 
skills and training received here to investigate crimes ranging from 
the typical on homicide to organized financial crime rings. And that 
was the case off 280 there? 

Mr. HAMMAC. Yes, sir. That’s right. 
Chairman BACHUS. That was one of the most heinous crimes you 

can imagine. 
Mr. Hammac holds a degree in finance from the University of 

South Alabama, and an MBA from Regis University in Denver. 
And finally, I guess the star witness is A.T. Smith, Assistant Di-

rector of the United States Secret Service. We’re honored to have 
you here in Hoover. 

A.T. Smith is from Greenville, South Carolina, and was ap-
pointed Assistant Director of the Office of Investigations in October 
2010. In this capacity, he develops and implements policy for all 
Secret Service criminal investigations pertaining to counterfeit cur-
rency and financial crimes and electronic crimes. 

Mr. Smith is responsible for oversight of the Secret Service 
Criminal Investigative Division, Forensic Service Division, Inves-
tigative Support Division, Asset and Forfeiture Division, Inter-
national Programs Division, and over 3,000 personnel assigned to 
140 domestic and 22 international offices in 6 continents. Some of 
those are pretty unfriendly territories. 

So we welcome our witnesses. Do any of you want to suggest an 
order we go in? Why don’t you go first, Mr. Smith, since you are 
here as our guest? 

STATEMENT OF ALVIN T. SMITH, ASSISTANT DIRECTOR, OF-
FICE OF INVESTIGATIONS, UNITED STATES SECRET SERV-
ICE 

Mr. SMITH. Thank you, and good afternoon, Chairman Bachus 
and members of the committee. 

If I might, just at the outset, let me say that with regard to what 
you said about the Secret Service being integral in the forming of 
this institute, that is true. 

But we are equal among partners. And we are all in this to-
gether. I can assure you that no one has worked harder, again as 
you pointed out, than Randy Hillman to design and coordinate and 
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actually get this facility to where it is today. So I want to publicly 
thank him as well. 

Thank you for the opportunity to testify on the emerging threat 
that cyber criminals pose to both personal and business finances 
and to financial institutions. 

On February 1, 2010, the Department of Homeland Security de-
livered the quadrennial Homeland Security Review, which estab-
lished a unified strategic framework for Homeland Security mis-
sions and goals and underscored the need for a safe and secure 
cyberspace. 

In order to be successful in this mission, we have to disrupt 
criminal organizations and other malicious hackers engaged in 
high consequence or widescale cyber crime. 

In this arena, the Secret Service has been leading the Depart-
ment’s effort for some time. As the original guardian of the Na-
tion’s financial payment systems, the Secret Service has a long his-
tory of protecting American consumers, industries, and financial in-
stitutions. 

Over the past decade, Secret Service investigations have revealed 
a significant increase in the quantity and complexity of cyber crime 
cases. Broader access to advanced computer technologies and the 
widespread use of the Internet has fostered the proliferation of 
computer-related crimes targeting our Nation’s financial infrastruc-
ture. 

Current trends show an increase in network intrusions, hacking 
attacks, malicious software, and account takeovers which result in 
data breaches that affect every sector of the American economy. 

As a result of this increase and in line with the Department’s 
focus of creating a safer cyber environment, the Secret Service de-
veloped a multifaceted approach to combat cyber crime by expand-
ing our electronic crimes special agent program, expanding our net-
work of Electronic Crimes Task Forces, creating a cyber intel-
ligence session, expanding our presence overseas, performing part-
nerships with academic institutions, focusing on cyber security, and 
working with the DHS to establish the National Computer Forensic 
Institute. 

The Secret Service partnerships with State and local law enforce-
ment remain at the very core of our approach and are reflected in 
our task force model and through the work conducted here at the 
NCFI. 

The 31 Electronic Crimes Task Forces (ECTFs) that the Secret 
Service established domestically and abroad exemplify the Secret 
Service’s commitment to sharing information and to best practices. 

Membership in these ECTFs include more that 4,000 private sec-
tor partners; nearly 2,500 international, Federal, State, and local 
law enforcement officials; and more than 350 academic partners. 

Based on this model, the Secret Service has been responsible for 
the arrest of numerous transnational cyber criminals who were re-
sponsible for some of the largest network intrusion cases ever pros-
ecuted in the United States. 

These intrusions resulted in the theft of hundreds of millions of 
account numbers and a financial loss of approximately $600 million 
to the financial and retail institutions nationwide directly impact-
ing the lives of many American citizens. 
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Recognizing that cyber crime is not just a Federal problem, the 
Secret Service partnered with the National Protection and Pro-
grams Director of DHS, the Alabama District Attorneys Associa-
tion, the State of Alabama, and the City of Hoover to create a cen-
ter where State and local law enforcement officials, prosecutors, 
and judges could be trained on cyber-related crimes. 

I am proud to say that since its establishment, 644 State and 
local law enforcement officials, 216 prosecutors, and 72 judges rep-
resenting over 300 agencies from all 50 States as well as 2 U.S. 
Territories have received training from the Secret Service here at 
the NCFI. 

In concert with our Federal, State, and local law enforcement 
partners, the Secret Service will continue to play a critical role in 
preventing, protecting, and investigating all forms of cyber crime. 

Chairman Bachus and distinguished members of the committee, 
this concludes my prepared remarks, and I will be happy to answer 
any questions that you may have. 

[The prepared statement of Assistant Director Smith can be 
found on page 43 of the appendix.] 

Chairman BACHUS. Thank you. Mr. Hillman? 

STATEMENT OF RANDALL I. HILLMAN, EXECUTIVE DIRECTOR, 
ALABAMA DISTRICT ATTORNEYS ASSOCIATION 

Mr. HILLMAN. Thank you, Mr. Chairman. Chairman Bachus, 
Congressman Fincher, Congressman Rogers, Governor Bentley, 
honorable members of the Alabama legislature, other guests, and 
our respected colleagues in law enforcement, thank you for the op-
portunity to address this committee today. 

In the last 25 years, the criminal justice community has wit-
nessed two watershed events with respect to criminal law. The first 
is the advent of DNA evidence. The second, and the reason that 
we’re here today, is the creation and proliferation of digital evi-
dence and cyber crime. 

In my current position as executive director of the Alabama Dis-
trict Attorneys Association, it is my daily job to analyze and at-
tempt to meet the needs of law enforcement and prosecutors. With-
out question, the need for digital evidence training is one of our 
most pressing. 

The media work escalation of digital evidence can be compared 
to a tidal wave looming over the criminal justice community. This 
type of evidence is present in the majority of all cases, whether it 
is identity theft, phishing, child pornography, murder or any other 
crime. 

We have very quickly moved from just blood and guts to mega-
bytes and megapixels. The question is, do we as law enforcement 
agents and prosecutors have the means to gather that evidence? 
And the answer in most cases is a resounding no, we do not. 

Gentlemen, you know better than most anyone that we cannot 
stick our proverbial heads in the sand. We must endeavor to be 
ahead of the curve. We must be ahead of the criminals who would 
prey on our family’s financial security. This effort starts here at 
home. 
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When I was a child, the bank was a brick building in the center 
of town that you walked into to deposit a check or to withdraw 
money. 

Today, we can access our virtual bank nearly anywhere. This 
convenience, although desirable, makes us extremely vulnerable to 
criminals. 

I will submit to you that not one individual in this room has not 
had their personal data or financial holdings compromised in some 
way due to a surreptitious intrusion by a cyber criminal. 

We are not immune and our children are not immune either. 
They are by definition prime targets for identity thieves because 
they have identifiers. They have information that is considered 
pristine because they generally will not discover that their identity 
has been compromised for several years. This gives the criminal a 
very long time to use our identity fraudulently. 

We are bringing forth a crop of young adults who will exist en-
tirely on technology-based banking and commerce. Today, our kids 
and young adults have credit cards, PayPal accounts, PlayStation 
credit accounts, Wii accounts, and Apple APP accounts. 

Each of these areas are fertile grounds for a cyber criminal. And 
once one of these accounts is compromised, who we will call? More 
often than not, it will be your local police department or your local 
prosecutor who will then be asked to investigate and prosecute 
these bad guys. 

Additionally, at the opening of this facility in 2007, Chairman 
Bachus stated that terrorists such as Osama Bin Laden were using 
technology and the Internet to fund and to manage their worldwide 
terrorist networks most often by identity theft, bank fraud, and 
phishing. 

Recently, his comments were proven true after the capture and 
killing of Bin Laden. Bin Laden had in his possession hundreds of 
computer disks and digital devices containing priceless evidence 
that will be used to understand terrorist networks and ultimately 
help eliminate them. 

Similarly, domestic and international terrorists and common 
criminals fund their criminal enterprises through the use of cyber 
crime and digital devices. They do this by compromising banking 
systems through network intrusion and stolen identities. This not 
only cripples our banking industry and financial institutions, but 
it devastates our citizens. 

Some would say this is strictly a Federal matter, Mr. Chairman, 
but I wholeheartedly disagree. The State and local law enforcement 
in this country tries over 95 percent of the criminal cases. Those 
officers on the street are the first responders and they are abso-
lutely critical to building an identity theft or network intrusion 
case and will, in the end, provide the key evidence that will convict 
criminals and provide restitution for victims. 

Members of this committee, it’s imperative that all law enforce-
ment agents and prosecutors be given the ability to protect your 
constituents. It is both shocking and tragic that law enforcement 
is ill equipped and trained to respond to a digital crime scene. 

I submit to you that the only way we can change this is by great-
ly expanding training for law enforcement and prosecutors and by 
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providing them with the equipment they need to do their jobs prop-
erly. 

Unless and until we do these things, thieves, scammers, 
pedophiles, and other criminals will continue to go unpunished be-
cause they know that we simply do not have the ability to reach 
out and catch them. 

Chairman Bachus, Senator Shelby, Alabama District Attorneys 
and my staff at the ADAA set out to address this issue some years 
ago. We experienced the lack of quality computer forensics training 
firsthand. Our trials in attempting to find trained law enforcement 
agents and prosecutors to staff our own computer forensics labs 
were the catalyst. 

Because no one entity made it their mission to train law enforce-
ment, prosecutors, and trial judges in digital evidence, we were left 
in a very difficult position of staffing these labs. This facility that 
you are at now, the National Computer Forensics Institute, is a di-
rect result of this need and the unprecedented cooperation of all 
levels of government, from the highest Federal agencies to the 
smallest local governments. 

This facility focuses on all computer-related crimes with an em-
phasis on financial crimes, and more importantly, is taught by true 
investigators who have been and are now in the field each day. 
They understand and teach the curriculum from a law enforcement 
perspective, not that of an academician or a layman. 

I witness each and every day the inherent value of quality digital 
evidence training and education here, and I know that the grad-
uates from this facility have both solved thousands of criminal 
cases and have prevented many others from being committed. 

In closing, I would like to thank you for being here, Mr. Chair-
man and members of this committee. Your presence is both a sign 
and a promise that you are committed to a unified front against 
cyber criminals. 

Furthermore, I respectfully challenge you to join me and my col-
leagues in law enforcement to ensure that training facilities like 
NCFI that train authorities to investigate, prosecute, and even pre-
vent cyber crimes and other crimes remain as one of our top prior-
ities. 

Thank you, Mr. Chairman. 
[The prepared statement of Mr. Hillman can be found on page 

39 of the appendix.] 
Chairman BACHUS. Thank you. And, Gary, before we go to you, 

I notice that one of our Supreme Court judges is here, Michael 
Joiner. Would you stand up, Mike? 

Judge JOINER. Court of Criminal Appeals. 
Chairman BACHUS. Court of Criminal Appeals. I appreciate you 

being here. And did you try the four criminals that we were talking 
about earlier? 

Judge JOINER. I tried many of the ones you talked about earlier. 
Chairman BACHUS. Okay. We appreciate you. Are there any 

other judges or anyone else that I should have introduced? 
I didn’t have a list. A lot of times I have a list, but I didn’t get 

one. 
Mr. HILLMAN. Mr. Chairman, former Congressman Bob McEwen 

is with us today. 
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Chairman BACHUS. Oh, wow! Bob, it is good to see you. Thank 
you. We’re honored to have everyone. 

Do we have any other law enforcement officers that we have not 
recognized? Would you stand up? Thank you. I appreciate you all 
being here. 

Chris Curry of Birmingham. So—I guess he’s deputy chief; is 
that— 

Mr. CURRY. Chief deputy, yes, sir. 
Chairman BACHUS. Chief deputy. I want to welcome you. 
With that, Mr. Warner. 

STATEMENT OF GARY WARNER, DIRECTOR OF RESEARCH IN 
COMPUTER FORENSICS, THE UNIVERSITY OF ALABAMA BIR-
MINGHAM 

Mr. WARNER. Thank you, Mr. Chairman. Mr. Chairman and 
members of the committee, I’m very happy to be before you today 
at this hearing. I think this hearing is a sign of your wisdom and 
your leadership in the financial services area. I’m very glad that 
you chose to have it here in Alabama because there are some very 
neat things happening here at the National Computer Forensics In-
stitute and around the State. So we thank you for that. 

Some of you may wonder what the University has to do with law 
enforcement. We feel like we’re contributing to the cyber crime ef-
forts in three main areas. 

First, we’re training the next generation of cyber crime investiga-
tors. Because we have a partnership with our computer science and 
our justice science programs, we feel like we’re offering a very 
unique graduate, someone who comes with both a formal under-
standing of the justice process and a computer science background 
to go with it. 

The second area is that we’re providing through my research lab 
training and tools and techniques for fighting cyber crime. Some of 
these datasets that we work with, there are a million computers in-
volved in a single live net. And you need some high-powered com-
puter science if you’re going to be able to analyze those sorts of 
datasets. 

The third area that we’re working with is in the area of outreach 
and public education. We call it actually reducing the victim pool. 

The more we can identify outstanding threats that are currently 
emerging, the more we can protect people by sharing information 
with them in the media and in speaking in specialty conferences. 
We don’t just do training for computer scientists; we also do train-
ing for health care information and workers for educators and 
other organizations. 

I think it’s important that the committee understand that this is 
the fastest growing category of crime. 

If we look back to the year 2000, in 2000, there were only 360 
million people on the Internet. And almost all of them were in the 
United States. 

That year, e-commerce really took off for the first time. There 
were $5 billion worth of transactions that year. 

If we go forward a decade to 2010, we’re sitting at $164 billion 
of online commerce last year, a 3200 percent increase. We now 
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have 2 billion users of the Internet, and only 13 percent of them 
are in the United States. 

We’re now dealing with a situation where the United States is 
the holder of most of the wealth that’s accessible to the Internet, 
and yet 87 percent of the Internet users live in countries, many 
with shattered economies, which would like a piece of that wealth. 

One of the areas that we’re struggling with is the lack of com-
puter science that has been applied to this area. Not only has the 
criminal element grown on the Internet, as the economy has grown, 
we’re also dealing with very advanced sophisticated computer 
criminals. 

These people are getting advanced computer science degrees, 
Ph.D.s in computer science and economics, and then are unable to 
find a job in their home economies. And they’re taking those tech-
nology skills and working with the Russian Mafia and other organi-
zations to come after our money. 

Law enforcement has not had a similar increase in focus in high- 
tech crime fighting. That’s one of the things we’re contributing 
from the University. 

I’m also very concerned about the lack of complaints. When we 
look at the Federal Trade Commission’s consumer sentinel report, 
last year they identified 1.3 million victims of fraud and identity 
theft. 

Unfortunately, all of the best surveys were saying there were 
closer to a million victims of identity theft. Where do those other 
9.7 million complaints go? 

We have trained our consumers that to be a victim of a cyber 
crime is not something that you should engage law enforcement on. 
You should call your bank. You should call your credit card com-
pany. 

Until we have access to the truth about those complaints, until 
we know how many victims of cyber crime there are and until we 
have a good way of gathering that evidence in a way that has 
meaning, not just I lost some money but answering particular ques-
tions, we aren’t going to be able to do intelligence-based policing of 
the Internet. 

That’s one of the places that we have also established a partner-
ship that you may not have heard of. It’s called Operation 
Swordphish. 

Randy Hillman’s office and my lab at UAB have been working 
with the Department of Prosecutorial Services and the Alabama 
District Attorneys Association and the Department of Public Safety 
in Alabama to try to do something about this. 

We have developed a Web site and a PSA campaign to attract 
complaints from Alabama citizens who may have been victims of 
cyber crime and are unaware that they ought to be reporting these 
things to law enforcement. 

Our Web site will gather those complaints. Our students will 
help to triage that data and combine it with the evidence that we 
have in our databases so that we can make qualified referrals to 
law enforcement. 

We think that this is one of the important things we have to do 
to move forward, and we’re looking forward to answering any other 
questions you may have about these efforts. 
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[The prepared statement of Mr. Warner can be found on page 50 
of the appendix.] 

STATEMENT OF DOUGLAS ‘‘CLAY’’ HAMMAC, CRIMINAL INVES-
TIGATOR, SHELBY COUNTY SHERIFF’S OFFICE, SHELBY 
COUNTY, ALABAMA 

Mr. HAMMAC. Chairman Bachus and distinguished members of 
this community, thank you for the opportunity to testify before you 
today regarding the growing need for continued training and re-
sources to be made available to local and State law enforcement at 
the National Computer Forensics Institute. 

It has become unfortunately far too common for law enforcement 
to encounter evidence of electronic crimes such as fraud, embezzle-
ment, and even espionage. 

Without specialized training and resources, these cases would 
certainly be impossible for local and State agencies to investigate 
and prosecute due to the anonymity of the Internet. 

Without question, electronic and financial crimes are the fastest 
growing crime trends in the United States and throughout the 
globe. 

With each passing year, identity theft of individuals and organi-
zations behind it become more complex and capable of rapid adap-
tation due to changing circumstances. 

The foundation of identity-related crime is the compromise of se-
cured data held by private institutions, which typically is achieved 
by means of electronic intrusions. And it’s common knowledge 
within the law enforcement community that on any given day, 
there are thousands, if not tens of thousands of individuals 
throughout the world hacking various point-of-sale systems here 
within the United States as well as compromising networks that 
hold valuable consumer information that will inevitably be used by 
or sold to other criminal elements. 

The growth of these crimes trends has unfortunately far out-
paced the growth of resources available to combat this activity. 
Fortunately, the NCFI provides local and State law enforcement 
agencies with the ability to confront these crimes as they affect in-
dividual citizens of our communities and throughout the country. 

Electronic crimes are becoming more popular due to the fact that 
the criminals have discovered that in many small towns across our 
country, local law enforcement simply does not have the resources 
or the capability to investigate such crimes. 

As a result, the criminals exploit the lack of resources, and com-
plex electronic and financial crimes are often unsolved. 

These crimes are difficult to solve due to the fact that electronic 
crimes are often faceless crimes. The traditional means of inves-
tigative work such as neighborhood canvassing, witness interviews, 
and processing physical evidence are all too often unnecessary and 
ineffective with these type of crimes. 

With the assistance of the NCFI, law enforcement men and 
women across this country have received specialized training in 
complicated fields of data analysis and computer forensics. 

They have taken this training back to their respective agencies 
throughout the country, and they are now fighting on the front 
lines in this war against electronic crime. 
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Shelby County Sheriff Chris Curry is one of the many law en-
forcement leaders in this country who has recognized the change 
in crime trends within our communities and the United States. 

Sheriff Curry chose to utilize the NCFI to invest in his personnel 
and capitalize on this specialized training. 

Prior to attending the NCFI, I, like many of my colleagues, had 
a very basic understanding of computer skills. Three years later, I 
have completed more than 100 forensic examinations on computers 
and cell phones. Many of the examinations have been at the re-
quest of neighboring law enforcement agencies, as is the case for 
many graduates of NCFI, thus alleviating the case loads for State 
crime labs as well as the Secret Service. 

And though my training at the NCFI has assisted me in the in-
vestigation and resulting arrests of violent crimes such as the quin-
tuple homicide I was requested to assist with less than 24 hours 
after completing my training here, it has proven equally vital in 
the investigation of financial crimes that range from embezzlement 
to organized crime scenes. 

As a very brief example, I was recently contacted by an employee 
of a nationally recognized insurance company. The employee made 
a simple complaint indicating that she believed her 401(k) account 
was electronically compromised. 

Utilizing the training that I received from the NCFI, I was able 
to trace electronic routing numbers, bank account numbers, and 
identifying IP addresses. Not only did I identify the offender that 
compromised the data entry of the retirement account, but also il-
lustrated that he had done the same to 4 other employees as well 
as embezzled nearly $100,000 from the insurance company. 

That offender has since been arrested and indicted by a grand 
jury in two separate jurisdictions. The potential loss in this case 
cannot be identified by dollars and cents. The money involved in 
this case makes up the retirement accounts that the victims have 
invested in and depend on for many years to come. 

Law enforcement is dedicated to not only responding to these re-
ports of criminal activity but also preventing these criminal acts. 
And such a task would be more than challenging without the tools 
and resources made available to us through the NCFI. 

Chairman Bachus and distinguished members of this committee, 
this concludes my prepared statement. Thank you for this oppor-
tunity to testify on behalf of local law enforcement officers, and I’ll 
be pleased to answer any questions that you have. 

[The prepared statement of Mr. Hammac can be found on page 
34 of the appendix.] 

Chairman BACHUS. Congressman Rogers? 
Mr. ROGERS. As you heard, Chairman Bachus and Congressman 

Fincher are with the Financial Services Committee, so they’re 
going to be much more focused, I’m sure, on the financial crime 
than I am. I’m more focused on threats to our homeland than cyber 
security stuff. 

My concern is there, so I’m going to make that the focus of my 
questions. 

Mr. Smith, you talked about a number of people who received 
their training here, a relatively small number when you think 
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about it. What is the number that you think should be annually 
having access to this training? 

Mr. SMITH. As I said, we have trained a significant number of 
people. And quite frankly, the positive of that is—which I didn’t 
elaborate on as much—that we used this as a force multiplier, be-
cause what we are able to accomplish here through training is lit-
erally putting a mini crime lab, if you will, in every one of the loca-
tions that those individuals represent. 

When they go back to the field, they are able to take the knowl-
edge and expertise that they gain here and apply that not only in 
their department there locally, but as you heard Mr. Hammac say, 
from other departments regionally. 

And I think we have done a very good job in terms of spreading 
the wealth, if you will. There has been pretty equal representation 
from all of the States across the country. 

Having said that, we, as you saw in my prepared remarks, oper-
ate at about 25 percent here. We understand, like certainly mem-
bers of the committee do, that budget issues are always a concern. 
But quite frankly, we could always do more, if that opportunity 
comes our way. 

It would be hard for me to put an exact number on that because 
again, it is such a benefit for us to approach this, as I have said, 
from a force multiplier standpoint. 

So in terms of actual numbers, I’m sure that’s something that we 
could get for you after we delve a little further, if need be. I think 
that would be the best way to answer it. We could always use a 
little more, but certainly I think we’re able to accomplish a lot with 
what we are able to have and to do. 

Mr. ROGERS. Thank you. Mr. Hillman? 
Mr. HILLMAN. Congressman, right now we are running at this fa-

cility somewhere around 25 percent capacity. We could—we are 
putting, give or take, 400 people per year in this facility. The ca-
pacity is 1,600. And we have— 

Mr. ROGERS. This is a big facility. Just because you have the ca-
pacity doesn’t mean it’s needed. That’s what I’m after. 

Mr. HILLMAN. Yes, sir. 
Mr. ROGERS. How many people would like to get in here but can’t 

because you just don’t have the funding to meet that need and it’s 
really inhibiting your ability to pursue leads and crimes and 
threats that are out there that need pursuing? That’s what I’m ask-
ing. 

Mr. HILLMAN. Congressman, we are running anywhere from 8 to 
10 to 12 applicants per spot right now trying to get in here. 

Mr. ROGERS. How is that applicant selected and how are they— 
what’s the criteria for their approval? 

Mr. HILLMAN. The Secret Service, that’s the State and local law 
enforcement candidates through their local field offices. There are 
special agents in charge—in charge of gathering those names and 
then they select those candidates. 

The Alabama District Attorneys Association, that’s the can-
didates for prosecutors and judges throughout the country. There’s 
a lot of give and take on both sides. There are lots of people from 
different jurisdictions who need to come here that we might not 
know about that the Secret Service does and vice versa. 
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Mr. ROGERS. Mr. Smith, how many of these folks are backed up 
and can’t get in here because of space? 

Mr. SMITH. Again, as Mr. Hillman said, I would say on average 
with every class, we turn away about 60 percent of the candidates 
who apply. 

Mr. ROGERS. What’s the criteria of the ones that you do approve? 
Mr. SMITH. Again, like Mr. Hillman said, it’s almost a pyramid. 

The local agencies, sheriffs’ offices, and police departments make it 
known to our special agents in charge that our—within our 45 field 
offices around the country that they have a candidate that they 
would like to put forward and are interested in having someone at-
tend this training. 

From there, that special agent in charge will submit the names 
and the biographical information of those individuals, and then it 
is actually looked at again at our headquarters level to do the 
things that I mentioned a minute ago, to make sure that we’re dis-
bursed equally across the country, that those areas which have a 
very high incidence of this sort of crime are given some priority. 

So it’s really a lot of things that go into the equation. We try to 
make sure at the end of the day that the back-and-forth multiplier, 
a term that I use, that we’re putting the right number of people 
in the right places based on the availability that we have and, 
again, trying to be equal across-the-board throughout the entire 
country. 

Mr. ROGERS. As you heard Randy Hillman state in his opening 
statement, when Bin Laden was killed, we captured a lot of com-
puter data that has been a real wealth of information for us in the 
fight on terror. That has been the case throughout the Middle East 
when we have killed leaders in the Al-Qaeda movement. 

What a lot of people may not understand is that we have a lot 
of those cells here, folks here who are collaborating. The best exam-
ple, as most of you are aware of, is the young man from Mobile who 
graduated from high school and is over there fighting, the same 
thing, using the Internet. 

How much of the information sent to you is information that is 
relevant to the terrorist threat, or would that really go to the FBI 
more than to you? 

Mr. SMITH. Probably more to the FBI. But I will say that again, 
as you probably know, there is a protective intelligence portion of 
the Secret Service. We’re concerned about threats, particularly 
those involving our techniques and that sort of thing. 

So there is certainly, post 9/11, a lot more interaction, a lot more 
communication among the agencies, as there should be. And so 
quite often, we will get leads from either the intelligence commu-
nity or other law enforcement agencies on the very things that 
you’re talking about, certainly that involve the technique. We have 
a high interest in that. 

But for the most part, it would be either the intelligence agencies 
or probably the FBI in terms of counter-terrorists. 

Mr. ROGERS. It seems like to me overseas is Secret Service. I 
knew the answer to that question. I’m glad you pointed to that ag-
gressively. 

What I want to get to is: Do you work with the Justice Depart-
ment and the FBI to provide the same computer forensic service to 
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them as well? Do they have a separate agency that does what this 
one does? 

Mr. SMITH. Again, post 9/11, there is a lot more sharing than 
there ever was before. 

Chairman BACHUS. So FBI agents would apply to you to come 
here in an effort to train? 

Mr. SMITH. We have not done that. This is primarily State and 
local law enforcement who train here. 

Mr. FINCHER. Do you know where the FBI gets this kind of train-
ing? 

Mr. SMITH. Within their own venue. I think they do have train-
ing, and I think they take it down into other things out there 
through the National Institute of Justice and so forth. I’m really 
not qualified to speak too far in depth on that, but I believe they 
do. 

Mr. ROGERS. What about local law enforcement who has not been 
able to get in in this community—and this would be the attorneys 
office here, sheriff, whatever—that’s not had the opportunity to get 
one of their personnel sent here for training? Do they have the op-
portunity to just send the hardware over here for analysis? 

I understand that the ideal is to have the investigators working 
the case go through it because they know pig trails they may want 
to go down. But in the absence of that, can they just send hardware 
over here to be analyzed with some ideas about what they’re look-
ing for and then you send a report back? 

Mr. HILLMAN. Yes, sir, they can. In the back of this facility is the 
Birmingham or the Alabama ECTFS, Electronics Training Task 
Force, who belong to the Secret Service that we are partners in. 

Those investigators back there have the ability and the training 
and the wherewithal to take in those cases from different agencies. 

The evidence room back there is full of cases that have been 
brought to us by other law enforcement agencies that don’t have 
this kind of training or equipment, and we help them out. 

Mr. ROGERS. And how much of a backlog—how many weeks and 
months of a backlog do you have in analyzing that hardware? 

Mr. HILLMAN. We’re able to turn it around pretty quickly. Before 
we established these in our Alabama Computer Forensics labs that 
you gentlemen helped us start, the turnaround time on evidence 
that I know is going to the FBI was somewhere around 2 years. 

With those labs, with the ECTFs, we are able to turn it around 
generally within a matter of days, if not a week or two at most. 
And we prioritize items when they come in. If we have a pretty hot 
case, a murder case, an abduction case, a really hot financial fraud 
case, we put that at the top of the stack, and we work those first 
and we can turn it around in a matter of hours or days. 

Mr. ROGERS. Do you have experienced counsel at the Federal 
level? I know the Department has its own intelligence besides the 
security officials. Of course, the FBI does. 

Do you have a clearinghouse, if you get a tip or information from 
analyzing one of the computers that may relate to a terrorist 
threat, you share that with a larger group of intelligence officials? 

Mr. SMITH. Yes, sir, we do. And that goes on the intelligence side 
of the house. We have a Director of the Secret Service who is re-
sponsible for protecting intelligence, and that goes to them. They 
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interface and communicate quite literally daily with the other intel-
ligence entities around the country. 

Mr. ROGERS. The 9/11 Commission found that one of its biggest 
concerns is stove-piping, information sharing in Federal agencies. 
In your opinion, is that stove-piping problem gone? 

Mr. SMITH. As I said a minute ago, there certainly is a lot more 
sharing of information than there was before and— 

Mr. ROGERS. It’s not a guess. 
Mr. SMITH. I don’t know everything that’s going on. There’s al-

ways that possibility. But I think from our perspective, certainly 
we share information. I think that the other Federal agencies, both 
within the Department as well as outside the Department, cer-
tainly the Justice Department and others, we have excellent rela-
tionships with. 

If I could add just a follow-up about our electronic process. As I 
mentioned, we have 31 task forces across the United States and 2 
in foreign countries now. They as well take in computers that need 
to be imaged that may be the results of searches or other crimes 
and that sort of thing. Certainly, there is a priority put on the 
major crimes. 

But they are—we do work for most any agency that asks again 
whether it—it might be as financial crime or whether it involves 
pornography—or any other crime related to computers, which 
touches almost everything now. 

These task forces that are around the country do that. And they 
do respond to the local agencies and other Federal agencies which 
occasionally ask for help. 

So outside the perimeters here, I will be glad to have a briefing 
schedule for you and provide some more information about exactly 
the amount of work they do. 

Mr. ROGERS. I appreciate that. I asked Mr. Warner this question 
before. I was waiting for what would hopefully be a second round 
of questions. I don’t want to take up all your time. 

Mr. Warner, I want to talk about your priorities. And what is 
your greatest unmet need here in your view? 

Mr. WARNER. I think the greatest unmet need is the ability to 
open cases. And what I mean by ‘‘open’’, most phishing cases, for 
instance—phishing is the— 

Mr. ROGERS. Define ‘‘phishing.’’ 
Mr. WARNER. Phishing is when a counterfeit bank Web site is 

created by a hacker. They make a site that looks just like the real 
financial institution’s Web site, and they usually break into some-
one’s Web site and add that content onto their server. 

My lab has identified 180,000 counterfeit bank Web sites so far. 
We see 521 new counterfeit bank Web sites on a daily basis. 

One of my students was doing research for his master’s thesis— 
interviewing the heads of security for very large banks, the top 10 
banks, and asked as one of his questions, what percentage of those 
phishing cases do you believe are investigated by law enforcement? 
The highest number he got was perhaps 1 percent. 

These are not being treated like crimes. Someone performs a 
computer intrusion where they break into a Web server. They 
counterfeit a bank Web site. They send out spam illegally through 
Botnets pretending to be the bank, which they’re not. 

VerDate Nov 24 2008 17:41 Sep 13, 2011 Jkt 067938 PO 00000 Frm 00023 Fmt 6633 Sfmt 6633 K:\DOCS\67938.TXT TERRIE



20 

They steal the personal financial information, and then they take 
the money out of the victims’ accounts, and no one is investigating 
that as a crime, because they say the bank will give you your 
money back. 

So that’s the biggest challenge for me. How do we turn that into 
a crime that someone is going to investigate? 

Mr. ROGERS. Seeing that need, what do you need to meet that 
need in a more responsible fashion? 

Mr. WARNER. We have the evidence. We need law enforcement 
people who have time cleared out of their schedule to deal with 
that evidence. 

You spoke about the Homeland Security priority, and I firmly be-
lieve that’s a very important priority. But for an example, we es-
tablished a firm identity on a particular criminal whom we knew 
had stolen information from more than 1.4 million Americans. The 
field office where that crime was being worked, the agent was told 
he was not to work on any cases that did not involve terrorism. 
They didn’t have anyone free to work on something as low priority 
as 1.4 million people having their money stolen. Even though we 
already knew the criminal’s identity, there just wasn’t enough 
manpower to work on it. 

Mr. ROGERS. Thank you, Mr. Warner. 
Chairman BACHUS. Mr. Fincher? 
Mr. FINCHER. Yes, sir. Thank you, Mr. Chairman. 
Back to Mr. Warner. Can you tell where most of these hackers, 

where they were? Where are they? 
Mr. WARNER. Sure. Most of the sophisticated hacking that we see 

is coming from Eastern Europe. These are Russians, Estonians, 
Ukrainians. Primarily, Ukraine has the most talented computer 
programmers, the people who create computer viruses. Most of the 
low-tech crime comes from Nigeria. The truth is, it’s just a funnel 
of money going overseas and no one’s stopping it. 

If someone steals $70 million, that’s a Federal investigation, and 
there have been some fantastic arrests just recently on those type 
of cases. But who’s going to help you when somebody steals $600 
from your wife? No one. 

Mr. FINCHER. What type of oversight or regulation do you think 
is needed to tighten this gap? It kills me as a Republican to talk 
about the government always skimping when more regulation is 
needed. 

Mr. WARNER. One of the things is that the criminals are very 
aware of our current policies. For instance, one of the best ways to 
identify someone stealing money out of bank accounts is to do 
what’s called an ACH wire transfer, an automated clearinghouse fi-
nancial transfer. 

The most common identifier that it’s a criminal is if you suddenly 
have lots of transactions between $9,500 and $9,900. The criminals 
know if it’s $10,000, it’s a suspicious activity report. 

As long as they keep below the thresholds, they feel safe. We 
have to start, as I already mentioned, reporting every cyber crime 
as a crime. 

Mr. FINCHER. Mr. Hillman, the cost of people coming here and 
time, how much time does it take to run through the process? 
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Mr. HILLMAN. Actually, Congressman, I’m glad you asked that 
question. 

When we established this facility, it was our agreement with the 
Secret Service to work—my guys who work with me and I are fond 
of saying, ‘‘The answer is money, what’s the question?’’ 

When we started putting this thing together, the greatest need 
in law enforcement was for money and training. We knew that the 
law enforcement agents who would come here would not have the 
money to pay. And so, we decided to take care of that. 

When we vet a candidate and we select that candidate, whether 
it be State or local law enforcement, a prosecutor or a judge, we 
fly them in, we house them, we feed them, and we train them. 

In a couple of cases, the network intrusion course and the true 
forensic course, the 5-week course, we send them home with equiv-
alent software that we just trained them to use. 

The only outlay of dollars that they have as an agency is to cover 
that officer’s shift while he’s gone. 

Mr. FINCHER. What does it cost? 
Mr. HILLMAN. Right now, with the annual appropriation coming 

from NPPD and Homeland Security through the service and out to 
here, it is about $4 million. And for that, you’re getting roughly 400 
bodies, give or take, depending on what classes we schedule and 
how we do that. 

One other thing, Congressmen, if I may, that we haven’t even 
touched on yet is the aspect of cell phone forensics. That is a com-
pletely different animal on how you extract that data. 

Most of the things that we’re seeing now are moving toward cell 
phones, PDAs, the iPhones, those types of things. We have to get 
on top of that because we’re seeing that tidal wave of digital evi-
dence coming our way, and that requires a different set of skills to 
get to that evidence. 

That is one of the things that we have been working on with the 
Secret Service. We have changed our curriculum this year to add 
a cell phone class as well as a social networking class, which is an-
other way the bad guys can get to you and get to your financial 
information and that sort of thing. 

So we will definitely need—to answer your question, we defi-
nitely need help in the area of cell phone forensics as well. 

Mr. FINCHER. My last question is for the Shelby County sheriff’s 
guy. 

Being from a rural county, so rural we don’t even have a traffic 
light in my county— 

Chairman BACHUS. No traffic lights. 
Mr. FINCHER. No traffic lights in my county, Crockett County. 

We’re pretty small. 
Chairman BACHUS. You need to invest in infrastructure. 
Mr. FINCHER. But we’re not going to raise taxes. 
What can we do, because we have great law enforcement but it 

is sophisticated and it is passing us by? 
What can we do to be more productive and to get more of our 

guys into facilities like this? 
Mr. HAMMAC. Sir, I’m going to echo Mr. Hillman and Mr. Smith’s 

statements. This training is absolutely necessary. The need though 
is, I would say, volume. 
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Though we have had some well-qualified folks who have come 
through these doors and go back to their agencies not only working 
for their agencies but neighboring agencies, they quickly discover— 
the phrase around here is, ‘‘If you build it, they will come.’’ 

Their computer labs are quickly overflowing with evidence and 
requests. Before we realize it, we’re so backlogged that we’re vir-
tually ineffective in getting the evidence turned around in a timely 
manner. 

The answer is, we need additional resources. We need backup as 
the police say. We need some additional bodies who are there to 
help us and assist us in this fight on the front line. 

And that’s beneficial in the sense that many of these cases we 
investigate carry us across multiple jurisdictions and across State 
lines. Having the confidence to say we will reach out to a neigh-
boring law enforcement agency several States away, they’re going 
to have the capability to assist us in this investigation at the part 
that we are in. 

Mr. FINCHER. Okay. One more question, Mr. Chairman. This is— 
I guess, Mr. Smith, what types of financial institutions and their 
customers are most at risk for cyber attacks, larger banks with 
more assets or smaller banks? And how at risk are community 
banks for cyber attacks? 

Mr. SMITH. One of the things that we have seen—and again, in 
my prepared remarks, we talk about the Verizon studies that the 
Secret Service participates in. 

The first few years of this, we saw the larger entities more often 
than not attacked, the larger banks. And a lot of times, they al-
ready—and certainly since a lot of these attacks have occurred, 
they have placed a lot of security measures within their systems 
to protect them. 

So of late, the trend has been more of what you’re saying, small-
er banks, smaller businesses and that sort of thing. And I think the 
criminal is a criminal is a criminal. They’re going to always take 
the path of least resistance. 

So when you harden up one side of the house, they’re going to 
go for the softer side. And a bank, because they have not been in-
volved in hacks or breaches of the smaller businesses, if you will, 
for a period of time, now that the other side has hardened up, we’re 
seeing more of that. 

Chairman BACHUS. I want to thank—specifically, I want to com-
pliment the Secret Service. There have been many cases where fi-
nancial institutions’ computers have been compromised and there’s 
fraud going on over a matter of hours or days, and it is the Secret 
Service that calls and informs these banks that their systems have 
been compromised, and it’s hard to put a dollar amount on how 
valuable that is. 

As I said, everything from ATMs to their entire credit card oper-
ation, so you have done an extremely good job. And I think what 
Mr. Warner mentioned is that you are up against some of the most 
sophisticated criminal organizations in the world. 

Some of these organizations have several hundred, is my under-
standing—several hundred members. And they are highly skilled, 
and you have had some real international successes. 
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On occasion, I think these people travel from time to time. And 
I think that local law enforcement, their training here will assist 
in criminals being apprehended, and it gives you more eyes in the 
field. 

I can also say that the 900 or 1,000 people who train here is 
probably not an altogether accurate figure in that these people go 
back and train other people. 

We have had the head of the whole LAPD forensic task force who 
was in here probably 2 years ago. When he came here, he was 
swapping information and techniques that he had already learned 
with other departments and with the staff here. And I guess you 
would call it almost a cross-pollination. It was exchanging informa-
tion. 

And, of course, his intention was to go back and train the LAPD. 
He was very impressed. This was a career officer who was very ex-
cited about—and he was actually a specialist already. And so that 
whole department—I’m sure we’ll never know how many crimes 
they solved. 

So I think there’s a $4 million a year investment by the Secret 
Service. And just a few of these cases being just financial fraud, 
and then we have cases like child pornography, rape cases, child 
predator cases where people are killed. 

It’s hard to put a number on when you catch one of these people. 
I think we know and the legislators know and law enforcement 
knows that child predators repeat these crimes. They don’t just kill 
one child. They don’t just kidnap, rape, and murder one child. 
They’re going to continue to do that until they’re caught. They’re 
going to continue to abuse children. 

And financial fraud, these people are going to continue to do it 
until they’re caught. 

I had a case where a Congressman in Texas contacted me about 
a suspected child abuse involving sexual abuse. And we were able 
to get the name of someone who was within another county, an offi-
cer who had been trained here. And that person was able to assist 
them in that investigation. 

So I don’t know how many times that has happened, but I 
would—if any of you wish to comment—I know you’re dealing with 
these organizations in Eastern Europe, and there’s only so much 
that you want to share your techniques or the extent of that. But 
there have been some incredible successes. 

They are, I guess, incredibly sophisticated—in fact, in many 
cases, these people are much more sophisticated than our guys. 
Their techniques and their operations are far more sophisticated 
than Al-Qaeda. And, several of them become multimillionaires. So 
they have the financial resources, too. 

But do any of you wish to comment further? 
Mr. SMITH. I would add, Mr. Chairman, in regard to what was 

said about the fact that these criminals can be anywhere. Cer-
tainly, a lot of them are outside the United States. And as you 
heard, a lot of them are in Eastern Europe. So it’s through the 
training that the State and local agencies get here and then a por-
tion of us trying to share some of our expertise with them, not that 
we’re total experts. But again, we’re trying. We do recognize these 
things. 
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In fact, just last month we officially opened a Secret Service of-
fice in Tallinn, Estonia, which is in the Baltic region, because 
again, so much of the computer crime and cases such as that origi-
nate in that area or that region. 

So we try to be as proactive as we can. And again, it goes back 
to that cross-pollination or force multiplier methodology. 

We try to take that beyond the borders of the United States. And 
that’s why in all of the foreign offices that we have around the 
world, we use the same methodology that I described earlier for our 
investigative mission. We try to recruit—have good liaison, good co-
operation with the local entities there, whether it is the local law 
enforcement or the State militia or whatever the law enforcement 
entity in that country might be. 

And as I said a moment ago about our Electronic Crimes Task 
Forces, we extended that as well. We recently just opened two 
ECTFs: one in London, England; and the other one in Rome, Italy. 

And quite frankly, the one in Rome, Italy, has a lot of interest 
in it, particularly from private sectors. The law enforcement enti-
ties are involved and interested, but also Post Paliano, which is the 
equivalent of the head of the postal service—is the chairman of the 
ECTF out there as far as quarterly meetings are concerned. 

So we try to gain as much expertise as we can outside of the 
United States, because again, as the professor mentioned, that’s 
quite a problem there. 

Chairman BACHUS. Okay. These are very risky operations be-
cause some of these people and some of these countries care noth-
ing about retaliating. And then there is a hatred or an envy of the 
United States. So it’s amazing how many of these people don’t 
think there’s anything dishonest about stealing money from Amer-
ican citizens. It’s almost regarded as a noble profession. 

And it’s very hard. Sometimes, the locals do not prosecute those 
crimes, although the Secret Service has had greater success in 
breaking those barriers. But I know you are basically overwhelmed. 

A hundred hard drives will fill the library of Congress. Probably 
somewhere in America, there are 100 hard drives in the last week 
that have been recovered. 

And one of the things about the training that the Secret Service 
gives local law enforcement officers and that also other local law 
enforcement officers here is that they learn how to, as I said ear-
lier, extract this information. It can be on the computer. But if you 
don’t have the expertise and if you don’t have expensive software— 
we’re talking about, what, $14,000 or $15,000 worth of software, 
sometimes the most advanced software. And the criminals are al-
ways one step ahead. 

It’s just like with counterfeiting. They have become more and 
more sophisticated. Now, we have a new hundred-dollar bill coming 
out, which will stop them for awhile. But it’s a daunting task. 

But I’m very grateful myself that the Secret Service has seen fit 
to partner with our local, State, and Federal agencies. It’s a must. 
And I give you high marks because a lot of times Federal agencies, 
just like State and local agencies, focus on their jurisdiction. They 
are protective of that. And you have not shown any inclination to 
do that. 
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These are resources that could be diverted and that are probably 
diverted from some of your own operations to this operation. So, 
we’re very thankful. 

As I mentioned at the start, the testimony offered in the Casey 
Anthony case, that lady was very well trained and she was equal 
to the defense attorneys. She was probably one of the finest there 
was. 

Judges go back and train other judges. Judge Joiner knows this. 
If one has the training, that judge in a circuit will try all those 
cases. He may try all the cases involving complex forensic matters. 

He will teach his fellow jurists. He will go to courses and law en-
forcement training courses, and they will train other people. 

And some of these departments will see what the software is 
here and they’ll buy it and such. And I’m sure a lot of that is going 
on. 

Mr. ROGERS. Thank you, Mr. Chairman. I want to go back to the 
subject matter I was talking about with Mr. Smith here earlier. 

I would point out to the folks that these field hearings are con-
gressional hearings just like we have in Washington. The primary 
purpose of a congressional hearing, whether it’s in Washington, 
D.C., or here, is to weigh in on the information and that helps us 
develop policies. That’s why you see this lady over here taking ev-
erything down. 

When I was talking with Mr. Smith earlier about the number of 
people going through it and what the need is, there’s a reason for 
that. 

One of the problems that I found on the Committee of Homeland 
Security for years is it’s hard—and the same thing is true for the 
defense of the Armed Services Committee which I serve. We try to 
get information out to people who know it so we can make a better 
policy. 

The problem is, Mr. Smith has a boss who works for the Sec-
retary of Homeland Security who works for the President who has 
been given a number. And that’s your budget, and you salute and 
say yes, sir, and make it work. 

I don’t work for their boss. My job is to make a policy. So I’m 
trying to get Mr. Smith here what he needs. 

If Mr. Smith tells me what he really needs, it may cost more 
than $4 million a year, which means his boss is going to get mad 
at him because his boss is going to get in trouble with the Sec-
retary. 

So having said that, I’m going to talk to Mr. Smith again. 
My preacher says if you want to know what somebody’s priorities 

are, you look at their checkbook register and their calendar. Wher-
ever they spend their time and money is what their priorities are. 

My priority is protecting the homeland. Cyber security is criti-
cally important. And that partnership between the Federal Govern-
ment, State, and locals is absolutely essential. 

So I look at the numbers we’re talking about—we’re training 
about 8 people per State in this technology. That seems inadequate 
to me. 

And I understand we have budget constraints, but the Depart-
ment of Homeland Security has nearly $50 billion a year to spend. 
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And some of it is being wasted. That doesn’t mean we can’t shift 
it over here. 

So having said that, what’s the number we need? Nobody is pay-
ing attention. You can tell me. 

Mr. ROGERS. Be careful. 
Mr. SMITH. Could I just refer to my earlier testimony? That way, 

I won’t contradict myself. 
Mr. ROGERS. You will be amazed how many generals I have come 

to me and state, I talked to you privately. That doesn’t help me if 
it’s not on the record. 

Really, there has to be some number that you think this entity 
could meet that is reasonable that would give you a better reach 
into the problem areas that we have. And if you don’t want to tell 
me—Randy, maybe you will be able to tell me? 

Mr. SMITH. I would like to defer to Mr. Hillman on that. 
Mr. HILLMAN. Congressman, I will tell you very quickly, $16 mil-

lion a year would put us at capacity and start to scratch the sur-
face on the needs that we have in law enforcement. 

Mr. ROGERS. So you think you have to be at capacity? 
Mr. HILLMAN. I think—no, sir. We’re going to do with what we 

have, the best we can. But if we are at capacity, we—you talk 
about the force multiplier that Mr. Smith was talking about. It will 
get even larger and larger. 

Think about this, Congressman. We’re losing probably $100 bil-
lion a year if not more to financial fraud in this country every year. 
Think about when this committee considered—and I can’t remem-
ber—I don’t know what the protocol was, but they gave the TARP 
money and bailout to financial institutions. I don’t know how many 
billion dollars that was, 600-plus billion dollars. 

If they’re losing a hundred billion dollars a year in this country, 
you’re feeding money in this arm and they’re hemorrhaging out of 
this arm to fraud and phishing. It doesn’t take long for that $600 
billion to just wash out and go overseas or somewhere else. 

All we’re asking for is a very small investment in law enforce-
ment that will help prevent some of that stuff and will cover some 
of those dollars that are going to Estonia and Latvia and— 

Mr. ROGERS. If you had $16 million, you said a little while ago 
that 40 percent of your applicants are being approved. Do you 
think that applicant pool will grow? 

Mr. HILLMAN. Absolutely. 
Mr. ROGERS. How much of the—you have a $4 million a year 

budget. 
Mr. HILLMAN. Yes, sir. 
Mr. ROGERS. I know that you prevent some crimes, have success-

ful prosecution that recoups money. 
Do you get a pool of ceased assets which you’re able to partici-

pate in the distribution of that to help sponsor this entity? 
Mr. HILLMAN. It depends on what type of crime you’re working. 

Generally, when we get into the larger financial crimes—we join in 
with Ms. Vance’s office, the U.S. Attorney’s office. They have asset 
forfeiture divisions and they have asset forfeiture laws that help us 
draw in those assets, whatever we can put our hands on. 

Mr. ROGERS. What percentage of your budget each year is pooled 
into assets? 
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Mr. HILLMAN. None. 
Mr. ROGERS. So you haven’t been able to generate this so far? 
Mr. HILLMAN. Not that I know of. 
Mr. ROGERS. How about you, Mr. Smith? 
Mr. SMITH. We do receive funding from TEOAF, but again, that 

is for very specific new initiatives normally with a 2- or 3-year life 
span startups. 

So our relationship, if you will, is very, very good with TEOAF 
and the funding that we receive for them which we put toward our 
investigative mission almost in total. And that goes toward major 
case funding and the purchase of equipment. That again is sort of 
a force multiplier. There’s part of that money that eventually could 
help to buy equipment to solve a crime that somebody was trained 
here who ultimately uses that piece of equipment. 

I know that’s a very convoluted answer, but that is sort of the 
way that we have to operate. TEOAF, as an entity, determines how 
much money we get each year, but of the amount they give us, we 
put almost 100 percent of it toward investigations. 

Mr. ROGERS. The last question I’m going to ask, I know Mr. 
Smith says it’s not for him. Mr. Warner, I know that there have 
been major players in the computer world who have suggested late-
ly that to help prevent phishing and spam, there be an Internet 
charge for mass mailings like that per email. That sounds like a 
tax to me. But if it’s only for mass distribution, do you feel like it’s 
practical or there are problems with that? 

Mr. WARNER. Yes, I can answer that. The problem, though, right 
now, Mr. Congressman, is that criminals don’t use the Internet the 
way you and I use it. The criminal is not registering an account 
and paying his bills. He’s sending out millions of emails and solic-
iting. 

The criminal is breaking into your home computer and sending 
the email through your home computer. 

Mr. ROGERS. Then I’m against it. That’s a tax on me. 
Mr. WARNER. Right. The criminal’s email sending—we have seen 

Botnets broken down by the FBI in the last year where one par-
ticular criminal could send 14 billion emails each day. He did that 
by having a network of over 3 million computers all around the 
world that were sending spam on his behalf. 

Mr. ROGERS. Thank you very much, Mr. Chairman. That’s all I 
have. 

Mr. FINCHER. I just have a couple more points. 
Chairman BACHUS. He wants a traffic light. 
Mr. FINCHER. I’ll leave it like it is, Mr. Chairman. It’s very rural. 
So many times, we don’t appreciate what we have until we don’t 

have it anymore. And so many times, you guys aren’t appreciated 
enough for what you’re doing. That’s why it’s crucial that we focus 
at length today—Mr. Rogers focused on the financial side, and I 
want to stay with that, staying ahead of the criminals because it’s 
becoming such a liability issue that if they hit us right and hit us 
hard enough, it will take us down big time. 

It’s so important. Mr. Chairman, I go back to this. It seems like 
every conversation—and this is why we have been so focused, not 
to get political, to get our economy moving again and get people 
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back to work and get revenue rolling again, because we can fund 
the things that are important. 

These things are very important. Should there be requirements, 
you think, like Tennessee? Should it be mandatory, or maybe at 
the State level, that at least one person for each county comes 
through here? Because there are so many things slipping through 
the cracks that they can’t see until it’s too late. And we actually 
can see it. It has cost us how many billions of dollars? But if the 
money was there and we could do what we need to do here, you 
guys could do what you need to do, should that be something that 
is looked at, or is it one per State and then the States can take 
it or one per district? What do you think, just your opinion? 

Mr. HILLMAN. Congressmen, when we look at those candidates— 
and I’ll let Mr. Smith respond as well—you have to look at the 
pockets of crime and where the hot spots are. You’re going to have 
more in Los Angeles than you will in a rural county in Nevada. 

So we have to pay attention to that, and they do a very good job 
of looking at those areas and you kind of concentrate assets there. 

On the flip side of that, in South Alabama, one rural county, 
there might not be another investigator who knows how to do this 
for five or six counties. So you want somebody there so that you 
don’t have to drive all the way to Birmingham to find an investi-
gator who’s capable of doing it. 

I don’t know that you could put a requirement like that on it be-
cause it’s moving all the time, and it depends on what type of 
crime. A whole bunch of variables go into that. 

You have to—you’re talking about financial crimes. Think about 
it. Every dope dealer is going to send text messages. You’re getting 
capital murder cases set up with emails now. So it just really de-
pends. 

But the key thing is getting bodies out there who know what 
they’re doing and can handle this evidence, because it’s coming 
down on top of us very quickly, and we are way behind the eight 
ball in catching them. 

Mr. FINCHER. Two more things, Mr. Smith: one, what is the 
greatest expenditure at the training center; and two, kind of go 
through the jurisdiction of how we deal—as Mr. Warner said a few 
minutes ago—with these guys all over the world and do we have 
problems with trying to beat that back? 

Mr. SMITH. I think as far as the institution is concerned, the 
costs are fairly equally divided. Out of the $4 million, it’s fairly 
equal between the travel costs, the per diem costs to the individ-
uals while they’re here as well as the equipment costs. If you look 
at that across-the-board, it is pretty equal. 

In terms of the jurisdictional issues that I spoke about a moment 
ago, in the Secret Service at least, we take that force multiplier ap-
proach. We use our foreign offices to liaison and try to always have 
good relationships with law enforcement there. And that works for 
us on two levels. First, on the protective mission, because so many 
of our protectees travel abroad constantly now. So we need that. 
And that is on one level how we interact quite a lot with the host 
countries or countries that our protectees may visit. 

But at the same time, those field offices in those foreign coun-
tries are assigned to the Office of Investigations, so they come 
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under our office. And to the other side of the mission with the in-
vestigations, we use that same formula to try to incorporate the 
work that we are doing with the host country. Sometimes, we’re 
able to actually lend some expertise to them because this is a new 
arena for law enforcement agencies in those countries as well. And 
so we try as best we can to brief them or give them some adequate 
training. 

And as someone said earlier, some of the countries are easier to 
deal with than others. We have had great success in a good number 
of them. Particularly in some of the eastern countries, we have 
been successful not only in making arrests, but actually being able 
to extradite a few people along the way. 

Mr. FINCHER. Thank you guys for your service. 
Chairman BACHUS. Let me close by saying that the Secret Serv-

ice investigates financial, cyber crime, and counterfeiting. Admis-
sion to this institute is somewhat restrictive, and there is a lot of 
demand for this center or institute. The feedback has been very 
complimentary. They come here and learn how to investigate other 
types of crimes, which are not under the charge of the Secret Serv-
ice. 

So the $4 million that you’re spending is a small investment— 
I’ll say if they break into my bank account, that’s one thing. If they 
harm my grandchild, that’s quite another. 

So the Secret Service is rendering a valuable service outside 
their primary charge. And I’m very appreciative of that. 

We also have had briefings on financial service. I think you were 
there. Some of what you’re up against is pretty overwhelming. And 
that’s also a demanding area. 

I think maybe some others need to step up and find other fund-
ing sources to help fund this. 

The Secret Service is the primary agency and will have jurisdic-
tion over it, but there may be other ways to help fund it. Do you 
know what I mean? I’m open to any suggestions. 

I do want to let the record show that I have been very nice to 
the Secret Service. Without objection, the hearing— 

Is there anyone who wants to make a final comment? This, I 
think, has been a very good hearing. And the testimony—without 
objection, the hearing will remain open for thirty— 

Judge COLE. Mr. Chairman, I apologize for interrupting. My 
name is Karen Cole. I’m a trial judge from Florida, and we have 
our entire class of trial judges here today. And I just wanted to let 
you know that we are grateful for what you are doing and we are 
particularly grateful for the Institute for what we are learning here 
today. There is nothing like this institute available in our jurisdic-
tions, and we need to be able to understand the testimony when 
it is presented to us by law enforcement, and that’s what we’re 
learning here today. Thank you so much for the work you do. 

Chairman BACHUS. Great. There are 26 judges in your class? 
Judge COLE. Yes. 
Chairman BACHUS. Would you—I think time will allow. I would 

like for you each to stand up and give your name and your jurisdic-
tion, if that’s okay, your State or your city. 

Judge COLE. Jacksonville, Florida, Circuit Judge Karen Cole. 
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Judge LEIBER. I’m Dennis Leiber from the Circuit Court of Kent 
County, Grand Rapids, Michigan. 

Judge HIGGINS. I’m Cheryl Higgins, Circuit Judge for Albemarle 
County, Virginia. 

Judge STAAB. I’m Tracy Staab, Spokane Municipal Court in 
Washington. 

Judge MCGINNIS. Mark McGinnis. I’m a trial judge in Appleton, 
Wisconsin, and part of the faculty here. 

Chairman BACHUS. Thank you. 
Judge LANDENBURG. My name is David Landenburg. I’m rep-

resenting the domestic violence coordinating issue with regard to 
cyber crimes that pop up every day, and I’m from Tacoma, Wash-
ington. 

Judge DEASON. Donald Deason. I’m a trial judge, District Court 
Judge from Oklahoma County, State of Oklahoma. 

Judge GIACOMO. I’m William Giacomo. I’m a Justice of the 
United States Supreme Court, Westchester County, New York. 

Judge HOORT. I’m David Hoort. I’m a circuit judge from Ionia 
County, Michigan, and I think we have about seven traffic lights. 

Judge CUNNINGHAM. James Cunningham, Jr., from Anoka Coun-
ty, Minnesota, right outside Minneapolis. 

Chairman BACHUS. Okay. 
Judge JARRETT. Lisa Jarrett. I’m a District Court Judge, Trial 

Division, in San Antonio, Texas. 
Judge MORRIS. I’m Judge Denise Langford Morris from the Oak-

land Circuit Court in Pontiac, Michigan. But more importantly, I’m 
a former Assistant United States Attorney. And I can’t tell you how 
much we feel comfortable and satisfied with what we are receiving 
this week and more so impressed with the staff here. 

The staff is impeccable from the moment that we were accepted. 
Thank you. 

Judge KENNEDY. John Kennedy, Superior Court of New Jersey, 
Newark. 

Judge BERGER. Wendy Berger. I’m a Circuit Court Judge in St. 
Johns County in St. Augustine, Florida. 

Judge KRUEGER. Kurt Krueger, a Trial Court Judge in District 
Court, Butte, Montana. 

Judge EVANS. My name is Michael Evans. I’m a Superior Court 
Judge in Kelso, Washington. 

Judge NEWMAN. Clifton Newman. I’m a Circuit Court Judge from 
Columbia, South Carolina. 

Judge MOORE. I’m Daniel Moore. I’m a Circuit Court Judge and 
Major Felony Court Judge in Clark County, Indiana, near Louis-
ville, Kentucky. 

Judge MILLER. I’m Rich Miller. I’m a District Judge from Madill, 
Oklahoma. I was told by a lot of the OU football fans that they 
were treated more graciously than they had ever been treated 
when they played Alabama in 2003. I have to agree. It’s so nice 
and has been such a wonderful experience to be able to come here 
today. 

Judge VERSTEEG. I’m Pat VerSteeg. I’m an Associate District 
Court Judge from western Oklahoma. In my home county, we have 
no traffic lights either. 
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Judge BRNOVICH. Susan Brnovich, Superior Court in Maricopa 
County, Arizona. 

Judge SNYDER. Irvin Snyder. I’m a New Jersey State Superior 
Court Judge. I serve in Camden County, which is just outside of 
Philadelphia. And we have a traffic light on every corner. 

Judge CRAWFORD. I’m Charlie Crawford, Circuit Court Judge for 
Viera, Florida. I’m proud to come home. I’m a graduate of Cum-
berland School of Law. 

Judge MEYER. I’m Sam Meyer. I’m a District Court Judge of 
Thurston County, which is in Olympia, Washington. 

Chairman BACHUS. That was very inspiring. And Mr. Smith and 
Mr. Hillman, I think that was very—they were very complimentary 
of the center. And I would ask the judges, who are always very in-
fluential people in their towns and cities, to talk to their local 
Members of Congress and tell them about the value that you re-
ceived here. 

And we appreciate the job you have done. We appreciate your 
sacrifice for coming here and staying and applying yourself to what 
is a complex set of issues, and it’s a complex field of the law. And 
you obviously—it speaks well of you that you are participating and 
would more better serve your constituents. So I think it’s a com-
pliment to you. And we are just overjoyed to have you. 

Now, Tony, that has to make you feel good as Mayor of Hoover. 
Mayor PETELOS. Absolutely, Mr. Chairman. 
Chairman BACHUS. With that, I want to recognize Wayne—is it 

Pacine—who is the interagency project manager for the Board of 
Governors of the Federal Reserve System. 

Thank you for being here. And Greg Garcia, who is the FSSCC 
chairman of the cyber committee. Is he here? 

Okay. All right. Thank you very much, and this hearing is ad-
journed. 

[Whereupon, the hearing was adjourned.] 
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A P P E N D I X 

June 29, 2011 
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